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What is an Extranet

= An Extranet is a web site that is accessible to users outside of
the corporate network, which allows organizations to share
information and collaborate with their customers, partners,
and/or vendors in a secure and easy-to-use environment

" |t may be delivered in a number of ways

= As an extension of the public web site

= As a secure portion of the corporate Intranet
= As a standalone Extranet
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Examples of Extranet Users

= Members " Board of Directors
= Customers = Citizens

= Vendors = Researchers

= Suppliers " Tenants

= Volunteers " Partners
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Considerations

= Who is coming into the Extranet?
= Does everyone see the same information?
" |s there a member database to interface with?

" |s it invitation only, or can people self-register
= Who approves new registrations?

" |s it just the Extranet they will be accessing, or are there other
systems?

ExtranetUserManager



Technologies

E:) SharePoint

Microsoft’s collaboration platform that provides
portals, document management, web content
management, and much more

Microsoft’s cloud hosted versions of Exchange
(email), Lync (instant messaging), and SharePoint

mmg Microsoft Azure

Microsoft’s infrastructure and platform hosted
services

E] ExtranetUserManager

Envision IT’s tool for managing users outside your
organization
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Poll 1

Which Version of SharePoint are you currently using?
= Office 365

= SharePoint Server 2013

= SharePoint Server 2010

= SharePoint Foundation (2010 or 2013)

= MOSS 2007 or WSS 3.0
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Poll 2

How do you use SharePoint today?
" Internal collaboration

" |Internal web publishing (Intranet)
= Extranets

= Public facing website
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SharePoint Authentication
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SharePoint On Premise Authentication Options

Windows Authentication Forms-Based Federated Identity
Authentication

E:) SharePoint H:) SharePoint E:) SharePoint

.NET Providers Relying Party

Trusted Identity Provider
Windows Claims

Or
Classic Mode Claims Claims

Active Directory
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Office 365 Authentication Options

Cloud Identity Directory and Password Federated Identity
Synchronization

Windows Azure Active Directory Windows Azure Active Directory

DirSync and Password Sync User Sync
On Premise Identity On Premise Identity

No Integration Integration with no Single federated identity
federation and credentials

Windows Azure Active Directory
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On Premise
Extranet Scenarios
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On Premises Forms-Based Authentication

= Add FBA login form to a SharePoint on premises installation

= Supports SharePoint 2010 and 2013, but not Office 365

= Deeply integrated into the SharePoint installation

= Earlier versions of EUM did this through an installation wizard
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SharePoint Extranets - Federated Identities

= Works with both SharePoint on premises and in Office 365
= Light integration to either

= Trusted Identity Provider does the authentication

= Can be any SAML compliant provider

= Active Directory Federation Services

= Thinktecture Identity Server
- www.thinktecture.com

= Social identities
= Can be AD, SQL, or other user repository under the hood

= Relying parties (such as SharePoint) trust the SAML token and provide the authorization
based off that identity

= Provides Single Sign-On to multiple systems
= Can be any SAML claims compliant system, not just SharePoint
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AD FS Servers

Internal AD FS/DC Servers DMZ AD FS Proxies

Web Appllcatlon Proxy

\H E:) SharePoint

=
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AD FS Login Form

= |nternal users shouldn’t see this inside the network
= Can be branded, within limits

myision IT
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Federation
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Authentication Process

User Relying Party Identity Provider Active Directory

5 E} SharePoint ) S A

RP trusts IP

Browse app

_L\lot authenticated

Redirected to IP

Authenticate

g

Return SAML Security Token

le Query for user attributes

end Token
ST >

r Return page I
and cookie
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Certificates

Relying party |dentity Provider

RootforB ® .| A @ B -iq| Root for A
Public key of C mmgil | C

s rYas)
-mg':- ;ﬁ Public key of D

= PKI SSL encryption is used for communication
= Token can be self-signed by the Identity Provider
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= Token can also be encrypted with a self-signed certificate
from the Identity Provider
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Why Identity Server over ADFS?

" Thinktecture Identity Server is embedded in Extranet User Manager
= www.thinktecture.com/identityAndAccessControl

= Open source allows any customization

" Fully brandable (ADFS allows branding within very particular
parameters)

" Login with email address instead of AD username
= Use SQL instead of AD as the underlying user repository
= Ability to incorporate the home realm discovery into the login form
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Demo — SharePoint 2013

Registration through to Login

E:) SharePoint
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Demo Scenario

= SharePoint 2013 sample site at
https://productdemol3.envisionit.com

= EUM installed at https://productdemol3eum.envisionit.com

= AD FS for internal users

= External users
= In a separate AD or SQL Database
= Authenticating through Thinktecture Identity Server
= Managed with the Envision IT Extranet User Manager
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Office 365
Extranet Scenarios
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Office 365 External Sharing

= Unlimited free external users in your Office 365
subscription through External Sharing

" Must use the Microsoft login form

= External users

= Microsoft account

= Office 365 subscriber

= Azure AD tenant and account will be created
= “Light-weight solution”

= Bill Baer — Microsoft Senior Product Marketing
Manager and Microsoft Certified Master for SharePoint
2007 in the SharePoint product group
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Enabling External Sharing in SharePoint Online

= Needs to be applie
" Managed through

Admin

SharePoint admin center

configure hybrid

Sharing outside your organization
Control how users share content with people cutside your organization.

Don't allow sharing outside your organization
® Allow sharing only with the external users that already exist in your erganization's directary
Allow users to invite and share with authenticated external users
Allow sharing to authenticated external users and using anonymous access links
Default link type

Choose the type of link that is created by default when users get links. Learn more.

Direct - only people who have permission
® Internal - people in the organization only
Anonymous Access - anyone with the link

Additional settings

) Limit external sharing using domains (applies to all future sharing invitations). Separate multiple
~ domains with spaces. Learn more.

) Prevent external users from sharing files, folders, and sites that they don't own

— External users must accept sharing invitations using the same account that the invitations were
~ sentto

Notifications

E-mail GneDrive for Business owners when
¥ Other users invite additicnal external users to shared files
¥ External users accept invitations to access files

¥ An anonymous access link is created or changed

d at the tenant and site collection level
SharePoint admin center

Peter Carson %

sharing

Sharing outside your company

Control how users invite people outside your organization to access content

Don't allow sharing outside your organization

® Allow sharing only with the external users that already exist in
your organization's directory

Allow external users who accept sharing invitations and sign in
as authenticated users

Allow sharing with all external users, and by using anonymous
access links

Anonymous access links and inviting new external users aren't allowed in
your organization

Site collection additional settings

2 Limit external sharing by domain. Learn more

Allowing non-owners to invite new users
Status: Allowed. This

is the default setting
for new sites.

Some sites in this site collection allow non-
owners to grant permission to files, folders,
or sites and sub-sites without requiring
owner approval. Learn more

Turn off sharing for non-owners on all sites
in this site collection.
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Azure AD B2B

= Simple
= Partners are invited into your Azure AD

= Each partner user uses an existing Azure AD account or one that is
easily created during invitation acceptance

= Permissions can be managed through Azure AD groups
= Secure

= All access is controlled through your Azure AD directory

= Partner users can be removed from your Azure AD and their access
is immediately revoked

= When the partner user leaves the partner organization, access is
lost automatically

= Seamless

= Partner companies who need access do not need to have Azure AD

= Azure AD B2B collaboration provides a simple user sign-up
experience for these partners
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Azure AD B2B and Office 365

= Partner users can be granted access to any part of
your SharePoint Online

= Considered external users by Microsoft

= No Office 365 subscription is required for the
partner users

= Permissions in SharePoint Online can be applied to
Azure AD groups

= Site owners can manage the Azure AD group
membership through EUM
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B2B Experiences

User Type Experience

Business email not in Azure AD Azure AD tenant is created behind the scenes

User creates a password

Can provide their name and country

Azure AD manages the password reset requirements

Tenant can be converted to a fully managed Azure AD tenant later
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Azure B2B Current Preview Limitations

= Delegation of user management is supported, but it is all or nothing
= No way to restrict access to users in a group

= Managed through the Azure portal

= Can be overwhelming for business users
" No self-registration or approval process

= No integration to other line of business systems
= Profile management, CRM integration, account verification

= No integration to on premises AD

= This can be used with Azure Application Proxy to provide access to on premise systems through
B2B single sign on
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Quick Win Scenarios

= Development tenants
= Typically one user account shared by multiple people
= Use Azure B2B to invite the full development and client teams
= No need for In Private browser windows and additional logins

= Small Extranets
= Board of Director portals
= Smaller organizations

= POC
= Centrally managed invitations
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Guest Inviter Role

" |nitially you had to be a global admin in Azure to invite users
® Guest Inviter role can be delegated to other users
= Applied through PowerShell

$inviter = get-msolUser -UserPrincipalName alias@domain.com $inviterRole = get-msolRole
-RoleName 'Guest Inviter'

Add-MsolRoleMember -RoleName 'Guest Inviter' -RoleMemberObjectId $inviter.ObjectIid

Get-MsolRoleMember -RoleObjectId $inviterRole.ObjectId
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Managing External Users

u |VI a n a ge d t h ro u g h t h e n e W EnvisionIT > Users and groups - All users > User R ¢ pca'son@euns]n?ve:sr::;"r'} &

Users and groups - All users ; - o x
AZ u re p O rta | [£ Multi-FactorA.. Y Filter

| pearson| v

* Name @

Example: 'Chis Green'

= https://portal.azure.com

Examp!

MANAGE
Peter Carson pearson@eumdemo.onmicrosoft.com

‘ All users Profile @ 5
Mot configured

m All groups

(&

Properties @
Password reset >
Default

Company branding

- Groups @
= >
£} User settings 0 groups selected
£} Group settings Directary role S
User

£} Device Settings

ACTIVITY
3 sign-ins
H Auditlogs
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Azure AD Branding

Envision IT - Company branding > Edit company branding

" Images, logos, and text for sign-in S iE—

# Edit =+ Add language

STATUS

page — i
= Managed through the new Azure

None

MANAGE 200K8,

a @ e

& Users and groups

B Enterprise applications

O rt a I 3 = ” ‘.
<
Azure AD Connect
@
& Domain names
@

= https://portal.azure.com g B

Il Company branding

ome to the Extranet User Manager demo site.

O ® & -
y
£
5
’
®
@
L]

Advanced settings

Es

Post-signout link label @

> O Conditional access
Named networks
ACTIVITY
D sign-ins

B Auditiogs

SECURITY

pa UsersatRisk

A Risiy sign-ins NG ed) or JPG @

Keep me signed in disabled ® Yes No

E
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Office 365 and On Premises SharePoint
Hybrid Extranet
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Azure Application Proxy

== Microsoft Azure

Office 365

Azure Active Directory

a B> SharePoint

SharePoint Online

[ [ [ [ T[] [ [ [ [ T[]
NN [ [ [ [ T
[ [ [ [ T[] [ [ [ [ T[]
Azure Application Proxy Extranet Firewall

B> SharePoint

SharePoint On

Azure Application Premises

Proxy Connector

On Premises
Active Directory

ExtranetUserManager




Extranet Licensing
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SharePoint 2013 Licensing

013 | intranet | Extranet | internet sites

[ENHE] Sl el el SharePoint Server + CAL
Users Server + CAL

SharePoint Server
External N/A SharePoint Server

Users*

* Also requires SQL Server and Windows Server licenses

* External users means users that are not either you or your affiliates’
employees, or you or your affiliates’ onsite contractors or onsite
agents
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Office Web Apps

* Web browser based versions of Word,
Excel, and PowerPoint

* Not full versions, but main features for
most users

* Allows viewing and editing without
having Office installed

* Multiple people can co-author a
document at the same time

X

= | have internal users who want to access Office
documents via Office Web Apps, what licenses
do I need to be compliant?

Read Office documents via Free, no Office client required
Office Web Apps

Edit Office documents via  Requires Office 2013 Standard
Office Web Apps or Professional Plus

* Our company users (who are licensed for Office
Client) are working with external users on projects,
what licensing do those external users need to
access Office documents via Office Web Apps?

Read Office documents via Free, no Office client required
Office Web Apps

Edit Office documents via  Free, no Office client required
Office Web Apps

*External Users: defined as users that are not either your or your
affiliates” employees, or your or your affiliates’ onsite contractors or
onsite agents.
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Office 365 Licensing

Select a plan
Enterprise

See options for: Office 365 Office 365 Office 365 Office 365 Office 365 Office 365
E‘i‘fr:;”em Business Business Business Enterprise E1 ProPlus Enterprise E3
Nonprofit Essentials Premium

Home

Learn more (3) Learn more (3) Learn more (3) Learn more (3) Learn more (3) Learn more (3)

ncividual services $5.10 $10.50 $12.90 $8.20 $15.20 $23.20

B_”smess'dass ema_” user/month user/month user/month user/month user/month user/month
File storage & sharing

A N (annual commitment) (annual commitment) (annual commitment) {annual commitment) (annual commitment) (annual commitment)
Online meetings
1 year $5.10 v 1 year $10.50 - 1 year $12.50 v
user/month user/month user/month
User maximum 300 300 300 Unlimited Unlimited Unlimited

https://products.office.com/en-ca/business/compare-more-office-365-for-business-plans
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SharePoint Online

@ SharePoint
Compare SharePoint options

SharePoint Server SharePoint Online

Standard Enterprise Plan 1 Plan 2

Licensing options (3) $ 5 ’l O $82 O

user/month user/month

Licensing options (3)

Plus applicable tax Buy now

https://products.office.com/en-ca/sharepoint/compare-sharepoint-plans
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SharePoint Online External Users

= External users invited through SharePoint or Azure AD B2B
= No license required for SharePoint Online
= Must be external to your organization — can’t use it for staff

= Each paid Azure AD Basic or Premium also allows five
equivalent Azure AD licenses for external users

ExtranetUserManager



Client Demos

= Public Health Ontario
- www.publichealthontario.ca

= Ontario Association of Children’s Aid Societies
- oacas.sharepoint.com

= Boys and Girls Clubs of Canada Members Portal
- www.bgccan.com

= QOakland County Government to Government Marketplace
- www.g2gmarket.com

= Supreme Court of Victoria Case Management
- www.redcrest.com.au

= jvari Public Web Site and Advisors Portal
- www.ivari.ca

= Kinross Gold Supplier Portal
- suppliers.kinross.com

= CAMH Problem Gambling Professionals

- www.problemgambling.ca
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Extranet User Manager

ExtréniétUserManager @b

Home  Search  Add  Confgure  Help  Sign Out

Login

jelcome 1o ine Envision IT Extranet User Manager (wih Thinkiecture kienbty
Server) To enter this area of e sfe you musst be an authentcated user.

1 this 15 your first time visting. please Register Here before logging in
cccccc roup
User Email
= |

aaaaaaaaaaaaaaaaa word

arePoir ¥
ezRealm |f ress  Pending ApproverEmad | &  pememberme?_

ealm Redirect

Envision IT inc.

* Easy delegation of user management to business

» Self-registration, approvals, forgotten password
reset
* Simplified login for both internal and external users
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Extranet User Manager Features
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Branded Experience

= Maintain your corporate
brand throughout the
entire user experience

= Registration

Already Registered? Login Now info

= Login
= Approval and welcome
emails

= All end-user pages
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Single Sign-On

oM

* Users sign in once
* As they move to other systems,

l they are automatically logged in
B ExtfanétUserManager * Securely managed through
SAML tokens

/ 1\
@ H} SharePoint
a
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ezRealm Home Realm Discovery

Internal
email

domain?

Extranet Login

Internal AD FS
or Windows Authentication
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Multi-Factor Authentication

& ExtranetUserManager

:  Second factor authentication
through a phone call or text
message

l * Infrastructure provided by Azure

MFA service

== Microsoft Azure

!

E:) SharePoint
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Self-Registration

Pu b I 1c S an te . CONTACT US | NEWSROOM | CAREERS | PRIVACY & DATA ACCESS | FRANCAIS
Hea]t publigue
Ontario Ontario =
ranTueas von wearT LT — (=) Search the site... P .

Fully customizable registration
experience

ABOUT US BROWSE BY TOPIC SERVICES & TOOLS DATA & ANALYTICS LEARNING & DEVELOPMENT

Registration and Subscription

Account Information

Email ¥ .

Confirm Email *

Fields can be added or remove

Profile Information

First Name * Country Canada
Last Name Street ° °
- * Can be integrated into back-en
Job Title city
Organization * Province Ontario
Sector Organization Postal Cade
Public Health Unit

systel ns
[CIPHO Connections {monthly newsletter)

Dinfection Prevention and Control {IPAC) monthly newsletter

[Media releases °

* Customizable approval workflow
[sheela Basrur Centre news and events

[ alcohol Policy Network training, consultations and resources

[IHealth Promotion Capacity Building training. consultations and resources

m ion of perzonal i i izations mu: with section 38(2) of the
Fraedom of Infarmation and Protection of Privacy Act (FIPPA). This ssction of the Act requires PHO ta collect anly the

personal information that is necessary for the administration of PHO services. I you have questions or concerns about .
this callection pleasa contact our Privacy Officer.

Full Visual Studio source code
project provided

01 have read and agres to the terms of use ¥

Topics Quick Links g+l f v R
A-Z Index Events

Chronic Diseases and Injuries Laboratory Testing Information

Emergency Preparedness Data Regorts

Environmental and Occupational TOPHC

Health
Hezalth Promation

Sheela Basrur Centre
eHealth Onerio Partal

e el Eontaro
Terms of 3.'-:-::‘.'-'-
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Forgotten Password

* Request a password reset by
email

 Passwords themselves are never
sent through email

= One-time use, time expiring token
sent

& ExtranetUserManager
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Works with SharePoint 2010, 2013, and 2016

 Does not need to be installed on
the SharePoint Server

* PowerShell script setups up the

E:} SharePoint -
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Office 365

* PowerShell script setups up the
trust

 Hosted outside of Office 365

* Office 365 tenant can be set to
automatically redirect to the
EUM login page

ExtranetUserManager



Adaptive Design

* Leverages the Twitter Bootstrap

framework
i— * All end-user pages adapt to
smartphone, tablet, or desktop
experiences
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Delegated User Management

* Management of the Extranet
users is delegated to the
business

* |IT doesn’t need to manage
accounts

* Can also be delegated securely
to the external organizations
themselves
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Azure Hosted or On Premise

* Can beinstalled on an on
E] ExtranetUserManager premises server

= SharePoint Server

= |IS Server
* Hosted in Azure

= Secure multi-tenant hosting

== Microsoft Azure

cv = Managed by Envision IT

= 7x24 monitoring and
remediation
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Multi-Lingual Support

* Full multi-lingual support for
end user pages

Boys & Girls Clubs of Canada
Clubs Gargons et Filles du Canada

* Resource files for easy
Quertue translation and updating of text

Bienvenue & Connexion CGFC, le portail des membres du site Web des CGFC. Pour entrer dans cette section du site, il faut étre employé, bénévole,
partenaire, affilié ou fournisseur des Clubs Gargons et Filles du Canada. Si vous appartenez & l'un de ces groupes, veuillez entamer la procédure d'entrée

en communication.

Si c'est votre premiére fois visite, veuillez Vous Inscrire Ici avant d'ouvrir une session.

Courriel : |

Mot de passe :

J'ai oublié mon mot de passe.
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Extranet User Manager Licensing

Version On premise | Hosted ___

S8,000 S850 / month
Standard Edition

$13,000 $1,070 / month
Enterprise Edition
Annual Software 20% Included
Assurance

= Full pricing details available at
https://www.extranetusermanager.com/Pricing
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Extranet

ients

Centre for

Boys and G :
Addiction and
Mental Health

Clubs of Canada

g wmiamomncm  camh sy
Canada Canada
Ont . Canadian Agency
ntario 0C = A
: for Drugs and
of Children’s Aid 5
x Technologies in
Societies :
Health
Canada Canada

Government/Public Organizations

United Way of

Calgdry

@ United Way
Calgary and Aves

Canada

Heart and Stroke

3 = YMCA of Greater
Foundation of

53 Toronto
Ontario oA
HEART &~
STROKE
TOUNOATION
Canada Canada

Supreme Court of

State of Colorado
Victoria

Australia

City of Charlotte Oakland County

<
CHARLOTTE AN
USA USA

Redland City

@ Bedland

CITY COUNCIL

Australia

Islington Council

# |SLINGTON

UK

NPL

National Physical Laboratory

International
National Physical ) =
Lt Development
aboratory -
! Research Centre

IDRC 3§ CRDI

UK

Canada

Manufacturing/Construction/Mining

Russel Metals Flynn Canada Alcan Cable

G Cerlhm)  AS

Alcan Cabla
Canada Canada Canada
Kinross Gold
Technip fnross _C Babcock Group
Corporation
Technip
babcock
USA, Global Canada UK

Grontmij

f Grontmij

Netherlands,
Global

Johnson Outdoors Papyrus A.B.

PAPYRUS @@

Sweden

Constellation
HomeBuilder

Lassonde Industries
Systems

CCJ HSTCLLATIQN
P

Education Quality L
\ 1 Y Blue Water District
and Accountability Broward College
Office School Board

—* o A BROWARD
E@®AO w E \€.COLLEGE

T www.broward.sdu

Canada Canada usa

Dak Ridge
Associated
Unive rsities

ORAU

[npet et ——

USA
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Extranet Clients

Health Care
Public Health o . Northwestern -
i, SickKids Hospital Terumo BCT Cealth Unit Orthofix

SickKidg ~TeRumoscr  (JEE @

i

Health L

eréave et

Canada Canada UsA, Global Canada USA, Global

Real Estate/Retail

Cadillac Fairview

- LNR Property LLC Land Securities Loyalty One
Corporation

1 (F::udml"lj!f\f _-'j LNR Landsecurities,  Loyalty

Canada Usa UK Canada

Raymond Chabot

Citi Transamerica Life Lombard Canada
Grant Thornton

-
T~ ‘5’ Raymaond Chabot

t TRANSAMERICA LOMBARD & GrantThornton

- Los Angeles World
Montreal Airport

Airports
IePOETS DB ; ﬁé (\_-;\1\\\”\")
MePNTREAL s —_—
Canada UsA Canada USA

Technology
Restaurant Sony Mabile
The SCE Group Mercury Systems s o NTT Data
s Sciences Communications

@©SCE =rereury ke SONY  rrpara

make.believe
USA USA USA Sweden, Global USA, Global

Ole Media

OranguTech
Management

')
O ]_ e OranguTech

majorly indie

[w]
w
M
[
o
[w]
w
=
[
o

Legal

Stikeman Elliott Blank Rome LLP

STIKEMAN ELLIOTT [N - ROME

Canada, Global USA

Alberta Utilities Ontario Power

o ) Fortis Alberta
Commission Generation

JAUC  ONTRioPoER EFORTIS

ML AT BERTA

Canada Canada Canada

Ex




Links

= www.envisionit.com
= blog.petercarson.ca
= Wwww.envisionit.com/eum

= Video and presentation deck will be at www.envisionit.com/events

= Customer sites
=  www.publichealthontario.ca
=  www.bgccan.com
= www.g2gmarket.com
=  www.redcrest.com.au
=  WWwWWw.ivari.ca
= suppliers.kinross.com
= www.problemgambling.ca
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Questions?
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